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The 3 top 2018 challenges

SWIFT Customer Security Programme (CSP)

INTERCOPE has repeatedly participated in various vulnerability tests, and updated
BOX to shield against attacks and threats - long before CSP was launched. Full scope,
no compromise, INTERCOPE conforms to all mandatory and all advisory vendor
controls (Embedded / Supported).

BOX is the first complete SWIFT interface solution to be fully compliant with the SWIFT
CSP.

SWIFT global payments innovation (gpi)

BOX has implemented the necessary extensions for gpi and has been part of the initial
pilot program.
Several major banks are in full production with BOX for gpi today.

Instant payments

Network connectivity

W) SWIFTNet

CSM interoperability
SAGInstant

EBA CLEARING
20 v BOX
Smart Integrator IP MESSAGING HUB
ECB TIPS
ppl PPl EBICS tar‘g€t|
TRAVIC Interbank IP
Internet or VPN

Next steps for BOX instant payments

ECB TIPS availability via multiple networks from November 2018.
Further network connections to be implemented as they become available.
Further CSM connections to be implemented as per industry and community demand.
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Single window for multi-network interbank financial messaging

BOX covers all aspects of financial messaging, including the 2018 challenges:
BOX is live with Instant Payments for EBA CLEARING RT1.
BOX is the first SWIFT interface to be fully compliant with the SWIFT CSP.
BOX customers are using gpi in live operation.

Live production and ongoing development in an active user community

BOX has been in live production with central banks, large financial institutions and
service providers in Europe and North America for many years.

The annual BOX User Forum is the key event for the user community.

The product roadmap is discussed and ongoingly developed with our SME customer
community.

Multi-network connectivity for SWIFT, SIA, EBICS and domestic networks

™ - ~
EBICS via
Sida -
% epiIcs | internet
) r
- ~N SlAnet
i i . S
Single window > p N
multi-tenant ‘MESSAG[NG HUB SWIFTNet
\ / . v
RNI PesiTq ))(sic CHAPS &Fa
Further ‘ ' ‘ ' o *
networks
EDltran O CHIPS, &&= Further

\ Fedwire = networks )

European Central Bank Directive for SIPS triggers multi-network connectivity

ThECRBR i recti veyfsdarenmSIcRS |(y 1 mpor tcaonvtéd mm@aglIme nt

functional, security, reliability, and cont.
To miseai misks, financi al institutions connect
singleopofiattisure in Thiesrinalfudess ruett waoarek co

The ECB has t os awd reaHd epodpesaaywtie nt Systems as
systemicaljliycilmpdoongamidz® d by thedEST&PYstem
oper atEeBIA bGLEARI NG. The new T2 and others wi/l
EBA CLEARI NG STEP2 Intraday Swist cdhhevifa rsBlI CS
i mpl ementation of alternate network switchin
BOX can simultaneousngt wamigsat anvtemsl topltenu
operation even intwaslk etihussgp enpilteitgeatmenfg si ng
failure risk.
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EBA CLEARING STEP2

The European Central Bank (ECB) has identified STEP2 as one of the iiSystemically
Important Payments Systemso(SIPS).

EBA CLEARING offers its customers multiple options to connect - via EBICS, SIA,
and/or SWIFT.

As of June 2014, EBA CLEARING offers an dntraday Switchdallowing financial
institutions to connect to two out of the three networks simultaneously.

Using the multi-network architecture of BOX, customers can connect to STEP2 via
EBICS, SIA, and/or SWIFT simultaneously. This support is @ut of the boxd nda
guarantees complete redundancy of the networking infrastructure. Additionally, higher
bandwidth can be achieved for peak traffic periods by connecting to more than one
network at the same time.

wBOX
| (eBiosppi] E52

. A

A
EBA CLEARING

T2S - Target2 Securities

BOX is adapted to the specific requirements of T2S and supports both network
providers SIA/Colt and SWIFT.

The European Central Bank (ECB) has identified T2S as one of the iiSystemically
Important Payments Systemso(SIPS).

BOX facilitates and manages the complete integration of customer®& business
applications with the T2S platform including the following functions:

Real-time and store and forward protocols

T2S digital signature

Data compression / decompression

Processing of end-to-end information for T2S

File size management

Oversize management

Debulking / bulking of T2S files and multi messages

Message validation corresponding to T2S rules for ISO 20022

Conversion of business messages to T2S format

SWIFT MT 15022 & MX 20022 coexistence and conversion
BOX is integrated for T2S with Liquidity Management Solutions including:
IBM Liquidity Manager, Worldline CRISTAL Liquidity, Manager and TAS Aquarius.
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EBICS

EBICS (Electronic Banking Internet Communication Standard) is a protocol for the
transfer of financial transactions through an IP network i most typically the Internet.
Originally designed for the communication between corporate customers and financial
institutions it has been extended to also support the communication between financial
institutions.

EBICS is mainly used in Germany, France, and Switzerland. It is one of the 3 network
options to connect to EBA CLEARING STEP2 for SEPA transactions and one of 2
options for the Pan European Instant Payments service from EBA CLEARING which
went live in November 2017.

BOX provides EBICS connectivity and supports the French domestic network PeSIT via
the TRAVIC components from PPl AG - a leading provider of EBICS solutions.

SIANet

SIANet provides connectivity to EBA CLEARING for STEP2 as an alternative to
SWIFT FileAct and EBICS.

SIA, in partnership with Colt, is one of the two network infrastructure providers to
connect to TARGET2-Securities (T2S).

In Italy, SIA provides access to, and operates, the RNI (Rete Nazionale Interbancaria)
national financial network including CIT (Cheque Image Truncation).

BOX has been tightly integrated with SIANet and is certified by SIA for:
SEPA File transfer to EBA CLEARING
T2S via SIA/ Colt
RNI, Rete Nazionale Interbancaria

SWIFTNet

BOX connects to SWIFT via SWIFT Alliance Gateway (SAG) via MQHA and provides
the following messaging services:

FIN CBT

FileAct Store and Forward

FileAct Real-time

InterAct Store & Forward

InterAct Real-time

RMA

For FileAct, the Remote File Handler provided by SWIFT as well as MQ LFT are
supported, thus avoiding the necessity to store confidential data outside of the DMZ.
All messaging interfaces are fully certified for SWIFTNet 7.2.
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SWIFT global payments innovation (gpi)

BOX has implemented the necessary extensions for gpi and has been part of the initial
pilot program

Tracker database update
A Manual MT199 and automated MT199/299 creation

Backward compatibility
A UETR generation when missing in SWIFT MT
A Matching of 202cov with MT103
A UETR / Service Type Identifier removal for FIN-Messages

MT199 tracking facility, which customers don

Several major banks are in full production with BOX for gpi today.

BOX-LINK

BOX-Link can be used to transfer messages and files from BOX to BOX and to/from
other SWIFT enabled solutions without using the SWIFT network.

BOX-Link provides a full emulation of SWIFT traffic for FIN, InterAct and FileAct.

BOX-Link is widely used by BOX customers to reduce financial operational costs as no
network fees are charged.

BOX-Linko sad to be called AVIQ FIN Linko prewious BOX versions and iMERVA
FMTo(Financial Message Transfer) with MERVA.

Domestic Networks

The architecture of BOX supports concurrent use of multiple financial networks.
Current implementation beyond EBICS, SIA, and SWIFT protocols include:

RNI: In Italy the national financial network RNI is supported via SIA.

PeSIT: In France the national financial network PeSIT is supported via pp| TRAVIC.

The support of additional national or regional networks and protocols are implemented
based on feedback driven by the BOX community, with the BOX User Forum being key
to discuss and prioritise these requirements.

Currently under development and/or discussion with the user community are:
CHAPS, UK
CHIPS, Fedwire, ACH - USA
EDltran, Spain
SIC, Switzerland
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Further traditional networks
BOX also supports the following generic options for the transfer of financial messages:

Tested Telex, Tested Fax, Tested Email

Instant payments - EBA CLEARING RTL1 in production, ECB TIPS from 11/2018
BOX powers instant payments for messaging intelligence such as
Active / Active for continuousop er at i on wi t h ¢ uhgh-avaitedilitypasd c hoi ¢
provides multi-network and multi-CSM connectivity for emergency switching and load
balancing.
Unlimited software scalability enables highest throughput and extreme peak handling.
Complete monitoring can be fully integrated with the custo mer 6 s choi ce of
infrastructure.
Network connectivity
@) SWIFTNet CSM interoperability
SAGInstant
EBA CLEARING
220 BOX 7%
Smart Integrator IP ‘ MESSAGING HUB
ECB TIPS
PP ppi esics targst|
TRAVIC Interbank IP
Internet or VPN

Key advantages of using BOX over Payment Application direct connection

@ Dedicated Infrastructure -\@ Agility & Interoperability -\@ Network Independence  ~

Messaging intelligence
Format independence
Session handling
Exception handling

Load balancing Systems
D.R support —_— = Multi-network
Timeout monitoring connectivity

= “SIPS" conformance
with the ECB directive
for Systemically
Important Payments

. _— = Support of multiple = SWIFT
Payment application CSMs with different « SIA
agnostic formats « EBICS

Further networks, as
they become available
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l ntegration with

BOX is designed to run in professional high-end computer centre environments.

customer 6s choi

ce of i nf

BOX assumes the following prerequisites in a customer / service provider environment.

systems,

( SWIFT Secure Zone Architecture type A1 )
Full stack within the customer / service provider location
e P )
Customer / MQ Cluster O-R )
Service Provider : j— ~ N
Environment os RDBMS WAS
\,
(" Messaging )
vBOX oo
Data
MESSAGING HUB Messaging Base GUI
Interface
“ > A SN vy
\
' - ~ )
c Network Interface
ustomer / —
Service Provider Sia AL
Environment epics z
\ B < J
\
Platform independence
BOXupports the following operating
web application sseroarsespandnegirtual.

Operating System

Relational Database

4 N ' N
IBM IBM DB2
z/OS USS Solaris
Linux for z Linux Intel IBM DB2 UDB
Linux for p Windows
AIX Oracle ODA
One Code base for all platforms Oracle Exadata
\ Y \

Web Application Server

Virtualization

IBM WAS
Oracle Web Logic
JBOSS

Apache Tomcat

IBM z/VM

IBM Secure Service Container

VM Ware

Oracle Virtual Grid

INTERCOPE
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Integration with software infrastructure: MQ, SOA, File and Database

BOX nt eggseadamlsess| gustrimsmethilpea ce of

Transport Channel: MQ

Transformation
XSLT or

customer-defined

|

Envelope
RFH2 or

Generic
header,

Payload
ISO 2022
File transfer
XML
Copy Cobol

|

Transformation
XSLT or
customer-defined

|

Transport Channel: SOA

Envelope

WSDL
RESTful

Payload
XML
ISO 20022
FIN
File transfer

SOA
HTTP
MQ

transport

c

INTERCOPE

11



D
BOX Solution Overview vmessmme A

Transport Channel: File

Envelope
XML file or
Generic
header

|

Payload XML
ISO 20022

FIN

File transfer
SWIFT RJE
MERVA SDI SDO

Transformation
XSLT or
customer-defined

|

Transport Channel: Database

Envelope Data
N - Definition
S © Language
E 5 E (DDL)
§° 2 XML
=3 ISO 20022
: FIN
File transfer
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BOX Web Services, also callable from external applications
BOX provides some out of the box web services. Some examples are outlined below.

The d/alidation Servicedallows an application to send a message to the service and to
receive a reply indicating whether the message passed validation, or if not, which
syntactical or semantic errors were detected.

The @Authorisation Serviceéchecks if an RMA authorisation exists for a specific
correspondent and specific message type and returns the result to the calling
application.

The Archive Search and Retrieval Service enables applications to look up the BOX
Archive and extract messages for further processing.

The @rinting Servicedcan be used to print SWIFT messages in various formats.
The d'2S Signature Servicedchecks the validity of a T2S signature or calculates a
signature from a provided digest and returns the result to the calling application.

Integration with third party applications

Based on a modular plug-in architecture, third party software for embargo checking,
filtering and liquidity management can be seamlessly integrated with BOX workflow
functionality.

The BOX plugin architecture for content processing workflow is used to transform BOX
messages into 3 party specific formats. Three different types of plugins are used:

1 XSLT transformation

1 Fixed length Buffers

9 Customer specific implementation

BOX analytic functions are used to determine which messages require processing by
external applications.

Reply messages are received from the external application and appended to the original
message. The data provided by the external application can be viewed in the standard
journals and queues using XHTML technology.

The data received from the external application is analysed and further routing decisions
based on the analysis results.

The process is controlled by the BOX application queue monitor:
Should no answer be received from the external application within a configurable
timeframe, an alert is generated, and the message forwarded to an exception queue

INTERCOPE 13
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User Profile Management

BOX comes with a sophisticated User Profile Management (UPM) facility, covering up
to 8 hierarchical levels. This allows our customers to model even the most complex
organisational structures. This powerful capability eliminates much of the complexity
found in legacy messaging systems when managing user profiles.

For service providers this allows completely independent organisations to define their
organisational UPM map using their own virtual BOX instance. This does not impact
the UPM configurations or message processing of other organisations sharing the
same physical BOX system. This function and architecture makes BOX a favoured
platform for service providers - who manage the traffic of multiple financial institutions.
INTERCOPE has several large service provider customers making use of this
functionality.

Within an organisation, access rights for message handling can be defined with high
granularity, including approval limits based on message amount values in local and
foreign currencies. These attributes can be defined for large organisational units,
departments, or individual users whereby definitions on higher organisational levels
are inherited down the hierarchy.

Typical i r o0l ea sed to define different access profiles, and then associated with
organisational units or individuals. A time zone indicator may be set for UPM objects
such as users, roles, and organisational units. This information is used in distributed
environments to display all date/time information in the local time of the user.

The user authorisation for message processing functions is handled directly by BOX.
The user authentication can also access external directories/ repositories via LDAP or

other standards. In addition, single sign-on systems are supported with the user data
synchronised with external directories via LDAP.

BOX provides multi-factor authentication through:
ABOX passwords + TOTP (Time-based One-Time Password)
ARADIUS method + TOTP

ALDAP method + TOTP

ASMTP method + TOTP

INTERCOPE 14
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Service provider optimisation

BOX customers typically deploy the product in 3 instances:
A development system

A quality assurance (QA) system

A production system

A new release or fix pack of BOX is normally installed and tested on the development
system initially, then verified on the QA system, and finally deployed on the production
system. To ease these deployment steps, BOX includes batch tools to migrate
configuration data easily between systems. The data is exported in XML format. All
relevant objects can be exported and imported including Workflow (routing)
configuration, UPM configuration and Journal views.

Optimised staging comprises the following:

Unattended staging support from UAT to Production for multi-instances
Controlled by scheduled batch jobs

Support for automated staging through replacement variables

Replacing of system-dependent values, such as data base parameters

MQ parameters and Logical Terminals

Enables unattended fully-automated multi-instances staging process whenever

required (over the weekend for example)

Multi-Country Deployment

When one logical BOX system is used in several different countries, for legal reasons,

it may be required that messages are stored only in the country where they are sent or
received. This can be implemented using regional data warehouses, physically located

in each of the countries where the requirement is. The central message processing
database only stores the messages temporarily until the message processing
sequence has been completed.

Separate central processing database and regional data warehouse
Customers choice at which location data is stored
Local time zones in the Client based on UPM settings
N
Central Instance
Country A Web App Country B
Server
S —
&
Web & Web
Browser v Browser
-~ BOX Server Q
% & ' %
“
v
% 4" Database Database v - % Database
N4 Server server [ dily & | Sewver

Regional Data . Central Processing . Regional Data

Warehouse Database Warehouse
\ . Regional Archive J . NO Regional Data Storage J . Regional Archive

INTERCOPE
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Billing & Statistics

Box integrates with the customer specific billing infrastructure of service providers.
Using a plug-in technology individual interfaces can be provided.

Statistical data can be obtained in online queries in the BOX client using various filter
criteria. For further processing in tools such as EXCEL the results of these queries can
be exported.

BOX comes with a predefined set of reports generated with BIRT (Business
Intelligence and Reporting Tool i Open source). In addition, customised reports can
be defined in BIRT.

The BOX statistics tool reads SAG event logs as a central data source and provides
unified reports even when different CBTs are used. The tool stores all collected data in
DB2 or Oracle database tables and includes a set of standard statistics. In addition,
tools such as Crystal Reports or BIRT can be used to create any type of individual
report.

The BOX statistics tool can run independently of the BOX server and even on a
different platform such as z/OS, z/Linux, AlX, Linux, Solaris or Windows.

INTERCOPE 16



s

BOX Solution Overview vmessmme A

Three Tier Architecture T BOX server, BOX client, connected via database

The BOX server controls message processing, the workflow and it includes a system
monitor that generates alerts and allows integration with the customer®& system
management tools via SNMP. The server is written in C and C++ and optimised to
handle very large data volumes on a small footprint.

BOX provides a Web-Client written in JAVA which is deployed in a Web Application
Server. It uses business logic implemented in the Web Application and AJAX for
communication with a Web Browser. It can be used together with standard Web
Browsers such as Internet Explorer or Firefox.

BOX stores all relevant data in the tables of a Relational Database Management
System (RDBMS), which is a prerequisite for every BOX installation. ODBC and JDBC
standard interfaces are used with products from different vendors.

( Presentation ) ( Processing

Web Browser Workflow

Queues
JDBC ODBC Routing
HTTPS . HTML )
Request Page Transformation

Data Storage

& & 65
WAS S |

\ BOX Client / Database Server \ BOX Server )

High availability with continuous operation via twinned Active-Active

BOX Server 1 & 2 reading messages form Queue A & B.
Both channels can be selected on both messaging interfaces.

Queue A J MQ Cluster [ Queue B ‘

—_—
WAS WAS
BOX Web Client from— Load Balancer R BOX Web Client
active active
— — S 7

iy S

RN S = ~
[ BOX central Server | High available BOX Central Server ‘

A active p—y| Oracle Exadata 1 active ‘\*7¥¥
‘ — S )

BOX Messaging BOX Messaging
Interface ] : | Interface
tive S —— — | activ
Y, — S — //// \ i 7
SR e
Ii ‘)\\\
ol — S e 3 .
( M) e : S— IS =
SAG L — e SAG
active il : - ctiee
" J
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Scalability

BOX is horizontally and vertically scalable and can be deployed in several processing
nodes on different machines at the same time. Each of these processing nodes have
their own dedicated physical message processing database. Each physical database
is part of an overall logical BOX message warehouse, which is presented to users,
system administrators, and external applications as a central BOX Message
Warehouse, with a central UPM and configuration database.
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